[dentix BioLogon 3 Software

ldentix BioLogon solutions provide highly scalable information technology security.
Robust biometric authentication can protect a single computer or an enterprise network
with thousands of computers and complex network domain configurations.

Unparalleled Desktop or Network Security

Identix® BioLogon® 3 offers the complete solution for all desktop and network
authentication needs. The industry-leading authentication package now offers
more functionality. Built into the release of Identix BioLogon 3 are significant
enhancements suggested by our savvy base of current customers.

Identix BioLogon Client/Server architecture extends and enhances the
security infrastructure of your operating system. The administrator can
centrally configure all workstations and user policies from any administrator’s
workstation. Workstations within a single domain can be configured with a
combination of fingerprint readers, smart card readers or both. Centralized
credential management provides the ability for customized network security
policies and allows enrolled users the flexibility to log on from any fingerprint-
enabled workstation on the network.

BioLogon’s state-of-the-art fingerprint technology already provides you

the highest levels of network security. Now you get added functionality and
convenience, support for Microsoft®’s latest operating system: Windows® XP,
and additional security features, as well. Identix BioShield® is now standard,
rather than a product that must be purchased separately. Also, the new and
improved installer makes system-wide deployments even easier.
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Security:

Biometrics provide strong authentication.
BioLogon is a complete multi-factor
authentication solution, providing fingerprint,
smart card and password support.

Mobility:

Use biometric credentials to connect

from remote locations. The remote access
feature stores biometric information

locally, authenticates users, and

establishes connections.
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Save your organization time and money
by eliminating 50% or more of those
help desk calls you get because of

lost or forgotten passwords.

Advantages

Multi-Factor Authentication: Allows
configuration of system to require user
to log on with multiple authentication
methods—any combination of
fingerprint biometrics, smart cards,
and/or a password for up to
three-factor authentication.

- Standard BioShield Functionality:
Provides application protection and
automates repetitive tasks, such as
typing passwords within applications.

- Easy Deployment: The ability to switch
between a desktop and client/server
configuration can save time when
moving from a biometric pilot program
to a company-wide deployment.



| D399/ Bi oLogon3_final .prnter 11/12/02 10:23 AM Page 2 $

Specifications
CD-ROM drive

120 MB of available hard disk space to
install on Microsoft® Windows NT®/2000/XP

Features

Seamless integration into network’s
OS for central administration,
configuration, and maintenance of
user account and security policies

Multiple user account logon
methods, including biometrics
and smart card or PIN combinations

. . 20 MB during operation,
Thin client support to allow ¢ gop )

use of fingerprint reader with
Microsoft® Terminal Services
and Citrix® MetaFrame® clients

VGA or higher resolution graphics card

Available PC card slot (PCMCIA slot),
parallel port, or USB

Automatic load balancing and
credential replication across

domain controllers
Microsoft® Windows® Operating System

See below:

Microsoft Windows NT: 133 MHz Intel® Pentium®
or higher microprocessor (or equivalent), 32 MB
RAM (minimum) / 64 MB (recommended)

Secure network communication
channel with support for up to
128-bit encryption

Support for Gemplus® Schiumberger®
Cyberflex™ & Cryptoflex™ smart cards

User Manager that allows domain
administrator to view, create,
modify and delete BiolL.ogon
accounts and existing accounts

Local and remote user/workstation
policy administration for enterprise-
wide management from any location

Microsoft Windows 2000 Professional:
133 MHz Intel Pentium or higher microprocessor
(or equivalent), 32 MB RAM (minimum) /

Signed Libraries to prevent tampering &+ MB (recommended)

Microsoft Windows 2000 Server and Advanced
Server: 133 MHz Intel Pentium or higher
microprocessor, 128 MB RAM (minimum) /

256 MB (recommended)

Benefits

Flexibility: BioLogon provides flexible and granular account and resource
management, allowing you to control how network resources are accessed
and by whom.

Microsoft Windows XP Home and Professional:
133 MHz Intel Pentium or higher microprocessor
(or equivalent), 128 MB RAM (minimum) /

256 MB (recommended)

Smart Card Support: MPCOS/EMV,

Gemplus GemSafe™ GPK 4000, Gemplus
GemSafe GPK 8000, Schlumberger Cryptoflex,
Schlumberger Cyberflex

Simplicity: BioLogon’s centralized credential store allows enrolled users to log on
quickly to shared resources from any workstation within the domain. User biometric
account credentials are easily established, with enrollment generally taking

less than 15 seconds.

Return on investment: Your organization saves time and money by eliminating
the 50% or more of help desk calls related to lost, stolen, and forgotten passwords.
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This diagram illustrates just some of the ways BioLogon can be configured to provide strong authentication
for network and local logon.

identa

Corporate Headquarters
Identix Incorporated

5600 Rowland Road, Suite 205
Minnetonka, MN 55343-4315
Phone: 952.932.0888
Facsimile: 952.932.7181

3975 Fair Ridge Drive
Fairfax, VA 22033 USA
Phone: 703.259.5000
Facsimile: 703.259.5001

To Contact a Sales Representative:
Call: 888.433.6849

E-mail: sales@identix.com
www.identix.com
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